Image encryption is an active and challenging research area. This article proposes a transposing and scrambling image encryption algorithm based on improved hyper-chaotic sequence to provide enhanced security for encrypted image transmission. The algorithm processes the hyper-chaotic sequence according to the pixel information, which makes the keys be sensitive to original image. Then we apply scrambling and transposing operation to the pixels in image, according to separate scrambling keys and grayscale transposing keys. The result of simulation shows that, the encryption algorithm proposed by this article is effective in image encryption and decryption, which could enhance the security of image encryption and reduce the risk of attack.
I. INTRODUCTION
With the rapid development of digital image processing and network communications, digital multimedia Internet data like electronic publications [1, 2, 3] , videos and other widespread ones emerges in endlessly. Protection of digital information against illegal copying and distribution has become very important. In this context, many novel encryption schemes have been proposed, and some of them which are effective in rapid and secure image encryption, are based on chaotic algorithm [4] . Through the continuous exploration and research of domestic and foreign experts, many superior characteristics of chaotic behavior are proved to be applicable in the encryption of digital image. Most image encryption methods are based on block encryption, which is considered to be faster than stream encryption, although stream encryption could provide better security.
Chaotic encryption algorithm is an effective encryption, which first proposed in 1989. Unlike other algorithms, it has many unique characteristics like the sensitive dependence on initial conditions and system parameters, non-periodicity and non-convergence. With the deepening of chaotic system research, chaos-based image encryption has achieved a fast development. Chaos-based image encryption could be recognized as a specific operation to the original image information and chaotic sequence generated by chaotic sequence, which could convert the original information into a form like random noise. A good encryption method should have sensitive keys and enough space, besides it should be capable of resisting statistical analysis from external attackers. Shannon, founder of information theory, proved that the encrypted information is secure as long as the key stream for encryption is longer than the information. However, in practice, the ideal state cannot be fully realized. Therefore, to find an effective way to generate long key stream sequence by short key sequence becomes a meaningful research in cryptography. Currently, we solve this problem by using chaotic system to generate digital chaotic sequences. The chaotic sequences which could pass the statistical tests are available for image encryption.
Most of the existing image encryption schemes adopt low-dimensional chaotic mapping system, which could not show satisfied security and efficiency by some research work because low-dimensional chaotic mapping system has some weak points like simple structure, less parameters and variables and small key space. The hyper-chaotic systems which are more than four-dimension are more suitable for digital image encryption as they has four or more variables, two positive Lyapunov index, bigger key space and more complex nonlinear behavior. With the enhancement of computer performance and calculation accuracy, it becomes the current trend in the research of information security to apply high-dimensional chaotic system to encryption. In [5] , a typical hyper-chaotic encryption algorithm is proposed. The algorithm doesn't provide a satisfied security as it could be easily cracked by known cipher-text attack and chosen plaintext attack because the key stream has nothing to do with the plaintext. Lu Binhui [6] proposes a novel hyper-chaotic system based image encryption scheme, which mainly follows the scheme in [5] . Reference [7] analyzes the improved image encryption algorithm based on hyper-chaos, which proposed by Wang Jing [8] , to find that the key is obtained by simply performing exjunction to plaintext. Thus, the relation between plaintext and cipher-text is simple, and the cipher-text could be cracked by particular plaintext and cipher-text. In this article, we propose a transposing and scrambling image encryption algorithm based on hyper-chaotic sequence. First, reform the original hyper-chaotic sequence with the original image information. Second, perform separate scrambling operation based on separate scrambling key sequence to image pixels to disrupt the distribution of image pixels. Three times of scrambling operation could achieve desired result. At last, perform transposing operation to the grayscale of image pixels, which is to apply modulo addition transformation to the pixels and then perform exjunction to the result of previous operation and the grayscale transposing key sequence. The transposing encryption meets the Kerckhoff's principle, because it is irreversible, and the security is completely dependent on the key sequence.
II. HYPER-CHAOTIC ENCRYPTION ALGORITHM DESCRIPTION

A. Definitions and Characteristics of Traditional Chaos
Deterministic Chaos is a phenomenon that nonlinear differential equations described by dynamic systems are sensitively dependent on the initial conditions, which means that even the system's math express is deterministic, its behavior is completely unpredictable. Many electronic, mechanical and chemical systems exhibit chaotic power [9] . When the nonlinear dynamical system is in a non-equilibrium state, it will reveal a random movement behavior and chaotic behavior. However, not all the nonlinear systems could exhibit chaos. This function is applied to generate pseudo-random number by the recurrence, which could be used in disrupt encryption algorithm. The function adopts a decreasing norm and the size of the interrelated input vector, and defines the recursive relationship. There should be as least one Lyapunov index λ>0 in the system [10] .
Because of the inherent characteristics of chaotic systems, the chaos-based encryption seems not a good choice for secure image encryption. Actually, chaos-based algorithm has inherent advantages like being sensitively to the initial conditions, satisfied speed and well-integrated confusion, diffusion and complexity [11] . No matter how small the deviation of initial conditions is, it will inevitably cause a wrong predict at some point in the future. Thus, it cannot be used to provide a correct predict for the time function of dynamics in practice.
In the encryption process, some of the encryption algorithms use only one-dimensional chaotic maps. And some of them use two-dimensional or high-dimensional chaotic maps, which will increase the complexity. In the image encryption, because of the strong correlation of adjacent pixels in plain images, only disrupting the arrangement of pixels could not provide satisfied security [12] . The system will be evolved at the joints where bifurcation occurs. The joints also called bifurcation point. Thus it can be seen that the bifurcation in the evolution of dynamic systems is the indication of chaos, which fully described the law that quantity influences quality. Meanwhile, the bifurcation is a kind of threshold. As long as the nonlinear effect of system is strong enough, bifurcation may occur. A large key space is necessary to resist violent attacks, and make sure encrypted image correspond to one original image so that it cannot distinguish truly random sequence.
In fact, the encrypted image should present certain level of randomness. Besides, the cipher-image should be very sensitive to initial key or seed and non-image.
People usually get used to the idea that the system's randomness comes from the external interference, thus the system is externally random, which means if a deterministic system is free from external interference, the randomness won't appear [13] . Most the effective encryptions simultaneously disturb and change the pixels. However, to ensure an encryption algorithm is effective, some prerequisite should be fulfilled, like a large key space, the randomness of cipher-image and a sensitive initial condition.
Generally, adjacent pixels in one image are strongly correlated. Therefore, in order to improve the quality of the cipher-image, the encryption applies bitwise operation to original image directly. Nonlinearity is defined by linearity. Arranging G 1, G 2 to denote two arbitrary vectors, and a, b to denote two arbitrary constant.
If the operator L satisfies equation (3-1), L is linear operator, else L is non-linear operator. In most instances, we do not have complete knowledge of all the state variables and system parameters of a given dynamics system. But in the most extreme cases, the system just has one state variable. If a system contains nonlinear operator, then the system is called a nonlinear system.
Periodic and non-periodic function is clearly defined. For function f(x), if a smallest positive number t could be found to satisfy the relation
For chaotic systems, if the integral curve which constitutes strange attractors does not duplicate the original curve and it's closed, then system is non-periodic. We can see that the system evolving to strange attractors always appear again with different states. To avoid any periodic problems, the space of seed value is limited, and the initial value is decreasing during iterations.
B. Hyper-chaotic System and Sequence Transformation
Algorithm is this article could be described as follows [9] .
where, a, b, c, d and e are system control parameters,   (2), where r denotes rounding to the negative direction,   mod denotes computation of remainder, S denotes summation of grayscale of each pixel in the image to be encrypted. S is amplified in the operation (e.g. 10 6 ), which could enhance the original image pixel's sensitivity to the key. According to equation (3), assemble the reformed sequences into a key sequence K1, the length of which is L. K1 is called grayscale transposing key sequence. According to equation (4) 
(1) Ideal random sequence should meet the following statistical properties. Zero mean, autocorrelation is function of the impulse, and cross-correlation is zero. Key sequences K1, K2 are analyzed through experiment. Let   2.62,3.56,1.85,6.47  x denote the initial state of system, load it into the system (1) for iteration, and reform the result of iteration according to equation (2) ~ (4). At last, two key sequences K1, K2 are obtained. S is set to be zero during test. The key sequences are normalized before test, and the correlation results are shown in figure 1 (a) ~ (d). Figure 1 (e) shows numerical probability distribution of K1. Figure 1 . The result shows that the correlation of the sequences is ideal.
(2) FIPS140-1 is a statistical test method for randomness. In table 1, "frequency test" stands for the count of the occurrences of "1" in the key sequence. Continuous "0" is called "ditch", and continuous "1" is called "block" in runs test. "6+" stands for the count of the occurrences of runs whose length in the range of [6, 34) , and "≥34" stands for the count of the occurrences of runs whose length in the range of [34,+∞) . The international standard ranges of the tests are shown in the table. The test sequence is the continuous 20000 bits of sequences K2. The table shows that, all the test results fall into the standard ranges, and the counts of "ditch" and "block" are similar, which means random performance of the sequence is good. 
1) Pixel Scrambling
In order to eliminate spatial correlation of the image pixel and conceal the visual information of original image, pixel scrambling should be adopted first. We scramble the pixels as follows. (i) If K2(i)=0, save P(i) into sequence P1; if K2(i)=1, save P(i) into sequence P2, i=1,2…L. (ii) Connect the sequence P1, P2, and resize it into the matrix of the same size of the original image by rows. The matrix is the image after once scrambling. Let L 0 denotes the junction of P1, P2. L 0 is the length of P1. And L0 could be saved as key. Repeat (i) (ii) for three times, the encrypted image after pixel scrambling C is obtained. Figure 2(a) is the original image, (b), (c) is the twice scrambling and three times scrambling image. The figure shows that, ideal scrambling result could be achieved after three times scrambling.
To perform inverse operation, L 0 is needed to find the junction of P1, P2, and then perform inverse operation according to K2.
2) Grayscale Transposing Pixel scrambling only disturbs the location of image pixel, but doesn't change the statistical properties of grayscale, which leads to a low security. Grayscale transposing should be adopted as follows. (i) Perform transposing encryption to the first pixel C(1) in scrambling image C according to equation (5) , where S denotes the summation of grayscale of each pixel in the image, Key(1) denotes the new intermediate key, positive integer r denotes control parameters which could be save as the key for this algorithm, and E(1) denotes the encrypted pixel. (ii) Perform transposing encryption to the ith pixel C(i) in scrambling image C according to equation (6), where E(i-1) denotes the previous encrypted pixel, Key(i) denotes the new intermediate key, 
The inverse operation begins from the last pixel, decrypting pixels one by one according to equation (7) , and for the first pixel, according to equation (8) .
mod Key' i 256 1 , 256 . Iteration is set to 600 times and control parameter r is set to 50. The experiment is performed on 32-bits PC which has single CPU of 2.4GHz and RAM of 2G.
A. Histogram Analysis
The histogram distributions of original and encrypted Cameraman image are showed in figure (3) . The statistical result of encrypted image is closer to uniform distribution than original image. Thus the distribution of original pixels could be concealed, which prevent attackers from getting image information through histogram analysis. 
B. Information Entropy Analysis
Information entropy is an important indicator reflecting the information randomness. The more chaotic the pixels are, and the more uniform the grayscale distribution is, the information entropy will be closer to the ideal value. Information entropy is calculated as equation (9).
where, p(x i ) denotes the probability of grayscale x i N denotes the depth of image, 2 N denotes gray-level of image. For a 256 gray-level image, the ideal information entropy is 8. The information entropy of encrypted image is 7.997 according to equation (9) , which means the randomness and uncertainty encrypted image could provide satisfied security.
C. Correlation Analysis
Correlation coefficients of adjacent images pixels can be calculate as follows.
where, x and y denote grayscale of two adjacent pixels, xy  denotes the correlation coefficient of two adjacent pixels. Perform correlation analysis on all the adjacent pixels pairs of plain-image and cipher-image. Results are showed in table 2. The results show that, correlation coefficient of adjacent pixels in plain-image is close to 1 and in cipher-image is close to 0. The correlation coefficients of the image encrypted by the method in article [5, 6, 12, 13] are showed in table 2. As the method in this article achieved the lowest correlation coefficient, our method performs better in breaking correlation between adjacent pixels. Randomly select 2000 pairs of adjacent pixels form original and encrypted image along the horizontal direction, and calculate the correlation. The result is showed in figure 4 . 
D. Key Sensitivity Test and Key Space
According to Kerckhoff principle, the encryption algorithm can be made public as the security is determined by key, and high security can be achieved when the key is sensitive to the initial parameter. Set the decryption key   1 , E i j , set the corresponding L 0 , and set the rest of keys as the correct value. Decrypt cipher-image by arranged keys. Result in figure 6 (a) shows that nuance of keys will lead to wrong decryption of cipher-image. Figure 6(b) [6, 14] is also showed in table 3, and the result shows that image decrypted by our method is more sensitive to the decrypting key.
The key is consisted of four initial values. If the values are represented by double-precision floating number which is accurate to 15 bits after decimal, the orders of magnitude of key space can reach to 10 15 *10 15 *10 15 *10 15 =10 60 ≈2 199 . Thus the key space is large enough. The key space will be larger to resist exhaustive attack, if take iteration time  , positive number r, and L 0 into consider.
E. Anti-differential Attack Analysis
NPCR (Number of Pixels Change Rate) and UACI (Unified Average Change Intensity) are usually adopted to effect to cipher-image caused by change of single-pixels in plain-image. For two plain-images which are different in one single-pixels, let E 1 (i,j) and E 2 (16) For image of 256 gray-levels, expected value of NPCR and UACI are 99.6094% and 33.4635% [14] . Set the last bit of the last pixel in Cameraman image to be 0, encrypt the original image and changed image, and calculate NPCR and UACI. The result NPCR=99.6231% and UACI=33.5042% shows that our algorithm is able to resist differential attack.
IV. CONCLUSION
Based on hyper-chaotic system, this paper proposed an image scrambling and transposing encryption scheme. We reformed the hyper-chaotic sequence to get two key sequences associated with the plain-image, and tested the correlation and randomness of the key sequences. Then we scrambled the image by scrambling key to reduce the correlation of adjacent pixels in image, and transposed the grayscale by transposing key to get the final cipher-image. Besides, we performed simulation analysis on the encryption scheme in Histogram, information entropy, correlation of adjacent pixels, the key sensitivity and resistance to differential attacks. The result shows that the encryption scheme in this article achieved a satisfied security, and has great potential for application in information transmission, secure storage, and military secrecy.
